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Agenda 

1. How COVID-19 has changed the way we work, and the security threats we face 

2. Best practices for raising the security awareness of your employees 

3. Tips for protecting your business from ransomware and other security threats 

4. How to keep your business secure as you move services online 

5. Closing Thoughts 

6. Questions 
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COVID-19 Impacts on How We Work 

 New ways of working 

 Relying on security of home 
networks 

 Security staff may be redirected 
to work on non-security tasks 

 Focus on setting up remote 
access to the network 

 Potential delays in discovering 
attacks dues to lack of on-site 
staff 

 Ensuring employees are able to 
stay connected 

 Distractions when working at 
home 
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COVID-19 Impacts – Cyber Attacks 

 Attackers utilizing fear of COVID-
19 
– Malicious Emails claim to offer 

information on COVID-19 from 
‘trusted sources’ 

 Some attackers have said they 
will not attack during this time of 
crisis (limited to healthcare 
companies and hospitals) 

 Wire Fraud is easier to commit 
with staff working remotely 

 Other attackers are using this 
time to prepare future attacks 

 Ransomware is still a significant 
issue 
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Security Awareness for Employees 

 Keep employees engaged and up 
to date on what’s happening, 
especially when they’re remote 

 Educate them about how to work 
securely 
– Policies should be in place to 

cover: 
– Process for Securely 

Connecting to the Network 
– Email; e.g. don’t use 

personal email for work 
– Password Security 
– Safe Web Browsing 
– Keeping Anti-Virus Updated 
– Installing Patches 
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Security Awareness for Employees 

 How secure are your employees 
home PCs and Networks? 
– Ask them to patch (Operating 

System and Applications) 
– Ensure they have Anti-Virus 

software on their machine and 
keep it up to date 

– They need to update the 
software for their home router 

– Recommend they use a 
password manager to create 
unique logins for every site 

– Ask them not to use a shared 
family PC for their work 

– They need to secure their 
wireless network 
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Protecting Against Ransomware and Other Threats 

 Network Security Controls 
– Firewall and Intrusion 

Prevention 
– Anti-Virus (Next-Gen) 
– Anti-Spam 
– Software to prevent files from 

being encrypted 
– Wireless Network Security 

– WPA2 or higher, Limit to 
Corporate PCs only, etc. 

 Backups 
– Need to be stored off-site 
– Need to be segmented from 

the network to protect them 
from a ransomware attack 
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Protecting Against Ransomware and Other Threats 

 Remote Connections to the 
Network 
– If you’re using RDP (Remote 

Desktop Protocol), ensure it’s 
properly secured with a strong 
password and multi-factor 
authentication 

– Use a VPN (Virtual Private 
Network) for increased security 

 Restrict employees from using 
home PCs for business purposes 
– Only allow use of personal 

devices with proper protections 
in place; e.g. work profiles on 
mobile devices that restrict 
access to company data 
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Protecting Against Ransomware and Other Threats 

 Incident Response Plan 
– Make sure you have a plan in 

place to respond to a 
ransomware or other attack 

– The plan should include steps 
on how to get your business 
back up and running again 

– It should include contact 
information for employees and 
critical suppliers/vendors 

– Work with your legal team to 
understand what steps you 
need to take in the event you 
have a data breach 

– Have a communication plan to 
notify employees, customers, 
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Protecting Against Ransomware and Other Threats 

 Protecting Financial Transactions 
against Misdirected Payment 
Fraud 
– Changes to payment accounts 

should not take place only 
through email messages 

– Always contact the 
vendor/party directly to confirm 
any changes to account or 
payment information 

– Implement a two-touch process 
for authorization of large 
payments 
– One person initiates and a 

separate person must 
provide final approval 
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Securing Online and Cloud Services 

 Choosing a Cloud/Hosting 
Provider 
– Ensure the provider has the 

security controls you need to 
protect your data 

– It’s your responsibility to enable 
security controls 

– Ensure the provider is properly 
securing their own environment 
– Hackers have started 

targeting hosting providers 
– It provides them with easy 

access to a large number of 
companies that can all be 
infected at the same time 
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Securing Online and Cloud Services 

 Ensure Sensitive Data is Secured 
– One misconfiguration in the 

Cloud and everyone in the 
world can see your data 

– Limit access to sensitive 
information to only those who 
require access for their jobs 

– Ensure employees with access 
to sensitive information receive 
regular security training 

– Consider adding increased 
security for access to sensitive 
data; e.g. Multi-Factor 
Authentication 
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Securing Online and Cloud Services 

 Security Monitoring in the Cloud 
– The same protections you have 

on your local network, should 
be in place in the Cloud; e.g. 
firewalls, anti-virus, password 
requirements, etc. 

– Ensure logging is enabled to 
monitor access to your Cloud 
instance and your data 
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Securing Online and Cloud Services 

 Which Services Can be Securely 
Moved Online 
– Ensure the security of services 

that are moved online 
– Have the applications been 

tested for security 
vulnerabilities? 

– How will the services be 
updated? 

– Use a third party to perform a 
security review of your online 
services 

 When using 3rd Party Services 
ensure they are secure and 
tested for vulnerabilities 
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Closing Thoughts 

 Despite the challenges of dealing 
with a pandemic, we can still be 
secure even as the way we work 
has drastically changed. 

 The basic security protections are 
still key in keeping your business 
secure: 
– Security Controls; e.g. 

Firewalls, Anti-Virus, etc. 
– Patching 
– Security Awareness 
– Multi-Factor Authentication 
– Security Testing 
– Have a Plan to Respond to the 

Latest Business Challenges 
and Cyber Threats 
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Closing Thoughts 

 Develop a plan to keep your 
business secure as you move 
services online 
– Enlist the help of a security firm 

to test and secure new 
services 

– Use your legal services to 
review contracts and ensure 
appropriate protections are in 
place to protect your company 
and customer data 

– Take the time to ensure 
security controls are in place 
for anything (data or services) 
that move from your local 
network to the Cloud 
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Questions 

 What’s on Your Mind? 
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