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Imposter fraud: It’s time to fight back 
 
Impostors pose as someone you trust. For example a company executive, a vendor, even the IRS. Then, they 
contact you by email, phone, fax, or mail. Convince you to send a payment or convince you to change your  
bank account information and disappear with your money. This is impostor fraud. It's sneaky. It's growing.  
It's time to fight back. 
  
There are seven essential steps to unmask impostor fraud, according to Wells Fargo Treasury Management 
specialists.  
 

• Step 1: Educate your team 
   Warn executives and staff of the threat. Tell employees to question payment requests received by email. 
• Step 2: Alert vendors and partners of the threat 

Inform them you no longer accept bank account changes by email. 
• Step 3: Protect your email account 

Only provide your email address to known contacts. Never give out your email log-on credentials. 
• Step 4: Authenticate all requests 

Verify by a different channel. Only use official contact info on file to verity. 
• Step 5: Use dual custody properly 

Double-check payment details. Authenticate payment requests before initiating and approving. 
• Step 6: Watch for red flags 

Pay close attention to even the smallest details of all payment requests. 
• Step 7: Monitor account activity daily 

Remember: If something feels off, it probably is. 

Worried you might be a victim of impostor fraud or other types of account fraud? Contact your Wells Fargo 
Dealer Services Relationship Manager (RM) today or call 1-888-937-9997, Monday through Friday, 5:00 a.m. 
to 7:00 p.m. Pacific Time, and ask to have a Commercial RM in your area contact you.   
 
 
 

Read about a real-life situation where imposter fraud was perpetrated on page 2.   
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Ryan Pilgrim, treasury manager for Liberty Diversified International (LDI), and his colleagues knew nothing about 
impostor fraud until May 2014. 

That's when a purchasing manager at one of LDI's 13 worldwide locations received an email from a vendor in Asia. 
The vendor requested a change to its bank account information: It was consolidating all accounts to one London 
account. 

Nothing about that vendor's email was unusual: The email address, the time sent, and the broken English were all 
familiar. 

"We went back and forth with the vendor by email confirming the changes," Pilgrim said. "Then we wired the 
payment. A week later, we sent another payment. A week after that, we got a call from the real vendor asking why 
we weren't paying their invoices." 

LDI immediately stopped additional payments. An investigation revealed the vendor's system had been hacked. 
Because the vendor, not LDI, was hacked, and because LDI and the vendor had a long-standing relationship, the 
vendor agreed to share in the loss. 

New verification policy has stopped additional fraud 
LDI implemented a new process that requires employees to verify — by phone — all emailed requests for bank 
account changes. "We've made it a company policy never to reply to these requests by email," Pilgrim said. 

Employees are also required to respond using the known contact information from LDI's database — not the contact 
information given in the new request. 

Additionally, if LDI receives requests by phone, fax, or mail, LDI employees must verify changes using a 
communication method different from that used for the original request. 

"Every vendor we've talked to has been happy we called to verify the information," Pilgrim said. 

With heightened awareness and new payment processes in place, LDI has successfully stopped five subsequent 
impostor fraud attempts. 

To learn how Wells Fargo can help you mitigate fraud risk, contact your Wells Fargo Dealer Services Commercial 
Relationship Manager (RM) or call 1-888-937-9997, Monday through Friday, 5:00 a.m. to 7:00 p.m. Pacific Time, 
and ask to have a Commercial RM in your area contact you.   

 

Founded in 1918, Minneapolis-based Liberty Diversified International (LDI) is a 1,500-employee, privately held family of businesses with 13 
locations worldwide. LDI specializes in paper and packaging, furnishings and organization products for the office, building and architectural 
products, and precision machining. 

Liberty Diversified International’s 
imposter fraud encounter 
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